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Protecting Your Customers from Exploitative Scams 

EXPLOITATIVE SCAMS 
Exploitative Scams involve the illegal or unethical acquisition of another person’s 

resources, money, or property through coercion, manipulation or deception for 

personal or financial advantage. These include Romance Scams, Elderly Scams 

and Disaster Relief Scams.  

These scams inflict financial and emotional damage on the victim, organizations 

and society on a whole. Traditionally, Financial Institutions (FIs) and Designated 

Non-Financial Businesses and Professions (DNFBPs) focused their anti-fraud 

efforts on losses and operational risk. However the rise in these scams requires 

emphasis on the protection of the customers’ funds, maintenance of customer 

confidence and the management of reputational risk.  

Elder Scams 

Exploitative financial scams against the 
elderly often involve a relationship built 
on trust, where the abuser misuses funds 
or exerts  financial control.  

 Elderly persons are often targets 
because they are more likely to have 
accumulated savings and are 
generally more trusting.  

 Evidence suggests that while many 
scams targeting the elderly occur 
online, the scammers may also send 
them to the bank to conduct  
in-person transactions as they tend to 
be unfamiliar with virtual assets or 
cryptocurrency.  

 Romance Scams  

These frauds exploit a victim’s loneliness 
by tricking he/she into believing that he/she 
is involved in a close or romantic 
relationship with the scammer, who then 
steals money from the victim.  

 The scam usually starts online through 
a message or friend request on social 
media.  

 Once the scammer has sufficiently 
built trust with the victim, the scammer 
may ask for an emergency loan.  

 The scammer will never repay the 
victim but will continue to take funds 
through the false relationship for as 
long as he/she can. 

 Disaster Relief Scams 

In this type of fraud, scammers solicit 
fake donations from the public to support 
victims of disasters claiming to provide 
humanitarian aid.  

 Scammers use fake emails, websites, 
social media and phone calls to get 
donations.  

 Donors may be asked in some cases, 
to send contributions to listed 
bitcoin addresses where 
crypto-draining software is set up to 
empty a the donors’ wallet.  

 Scammers also pose as high profile 
celebrities to increase the legitimacy 
of the fraud.  

  

 

 

 There are various controls that FIs and DNFBPs can implement to detect and prevent fraud.  

√ Identity Authentication: This includes biometric verification and multi-factor authentication 
for account access.  

√ Fraud Monitoring: It focuses on customer behaviour, account activity and fraud patterns.  

√ Customer Education: FIs and DNFBPs should educate customers on effective practices and 
red flags to protect themselves against fraud risk.  

√ Conduct reverse image searches to validate the legitimacy of photos or documents shared 
with the victim.  

√ Use search tools such as web search engines and registries to verify information.  


